























Michigan State University Identity Theft Prevention Program

HLPROGRAM ADMINISTRATION - UNIVERSITY RESPONSIBILITIES

A.

Delegation and Oversight — The Board of Trustees of Michigan State University
appoints the Controller of the University to oversce the development,
implementation, and administration of the Program (“Program Administrator™).
The Program Administrator may designate staff to assist with implementation of the
Program, and the Program Administrator is further authorized, if’ necessary, to
amend and update the Program to reflect changing identity theft risks.

Program Administration — Administration of the Program will include, but is not
limited to, the following:

1. Assisting Units with the identification of covered accounts and evaluating the
risks of identity theft and the applicability of this Program to a Unit’s
operations;

2. Assisting Units with the identification, detection and mitigation of patterns,
practices or specific activities, known as ‘red flags’, which may be indicative
of attempts to engage in, or incidents, of identity theft;

Assisting Units, as necessary, with an appropriate response to a red flag;

4. Assisting Units, as necessary, with the oversight of third party service
providers that perform an activity for the University in connection with one or
more covered accounts;

5. Training staff to implement the Program; and

6. Reviewing Unit reports related to red flags.

IV. UNIT RESPONSIBILITIES

Al

Existence of Covered Accounts — Each Unit must determine whether it has
covered accounts and the risk of identity theft related to those covered accounts.

Compliance Plan — Each Unit with covered accounts must develop and implement
written policies and procedures to comply with the Program (“Unit Plan™). The
Unit must provide a current version of its Unit Plan, including the types of covered
accounts, to the Program Administrator annually and as otherwise requested.

Compliance Steward - Each Unit with covered accounts must designate a Red
Flags Compliance Steward and provide his/her name, mailing address, e-mail
address and telephone number to the Program Administrator. The Unit must inform
the Program Administrator of any changes in the identity of, or contact information
for, its Red Flags Compliance Steward. The Red Flags Compliance Steward will
monitor the Unit’s compliance with the Program and respond to all inquiries about
its Unit Plan.
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D. Identify Relevant Red Flags

I. In order to ideatify relevant red flags, a Unit should consider the types of
covered accounts it offers and maintains, methods used to open accounts,
methods used to access covered accounts, and previous experiences with
identity theft.

2. Using Attachment | as a reference, a Unit must identify, in writing, all red
tlags associated with the Unit’s covered account activity.

3. Each Unit’s description of red flags should be specific enough to cnable the
Unit’s staff to identify them.

E.  Detect Red Flags

1. Opening covered accounts — A Unit’s Plan must include procedures to obtain
identifying information about, and verify the identity of, a person opening a
covered account. Identifying information means a name or number that may
be used alone or in conjunction with any other information to identify a
person, including a name, date of birth, social security number, driver’s
license number, alien registration number, government passport number,
employer or taxpayer identification number, or any other unique
identification.

2. Existing covered accounts — A Unit's Plan must include procedures to detect
red flags in connection with existing covered accounts, such as authenticating
customers, monitoring transactions and verifying the validity of change of
address requests.

F.  Respond to Red Flags

I. A Unit must respond to red flags in a manner that is commensurate with the
degree of risk posed to prevent and mitigate identity thett.

2. In determining an appropriate response to red flags, the Unit should consider
aggravating factors that may heighten the risk of identity theft, such as a data
security breach which results in unauthorized access to a customer’s account
records, or notice that a customer has provided information related to a
covered account held by the Unit to someone fraudulently claiming to
represent the Unit or University or to a fraudulent website.

3. For illustrative purposes only, a Unit’s response to red flags may include the
following;:

a.  Monitoring the covered account for evidence of identity theft;
b.  Contacting the customer;

¢.  Changing any passwords or other security devices that permit access to a
covered account;

d.  Reopening a covered account with a new account number;
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h.

Not opening a new covered account;

Closing an existing covered account;

Not attempting to collect on a covered account;

Notifying the Program Administrator of incidents of identity theit;
Notifying law enforcement after consulting the Program Administrator;
and

Determining that no response is warranted under the particular
circumstances.

G.  Oversee Service Providers ~ A contract with a service provider to perform an

activity in connection with one or more covered accounts must include a provision
which requires the provider to have written policies and procedures designed to
detect, prevent and mitigate the risk of identity theft in compliance with the Red
Flags Rule. The service provider must respond appropriately, after consulting with
the Unit, to red flags.

H.  Train Staff

1. At least annually and as the duties of staff change, the Unit will train or seck
the assistance of others to train staff who are likely to handle covered
accounts.

2. The following principles should be included in the Unit’s training materials or
programs:

a,

Identity theft is a serious risk for consumers, the University and third-
party service providers that use or retain identifying information. It is
necessary for the University to seek methods to minimize the potential
threat of, and harm from, identity theft.

A person’s identifying information should not be provided to anyone
inside or outside the University who does not ‘need to know’ such
information.

A person’s identifying information may be stored only if storage is
necessary to perform a business function. Such information should be
stored in secure systems and facilities.

Reports or suspicions of identity theft should be handled as priority
incidents, and immediate steps should be taken to remediate the
resulting issues.

I.  Update the Unit Plan — Each Unit with covered accounts should periodically review

and update, if nccessary, its Unit Plan to reflect changes in risks to customers, or to
the safety and soundness of the University, arising from:

l. Experiences of identity thett;
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2. Changes in methods to attempt identity theft;

3. Changes in methods to detect, prevent and mitigate identity theft;

4. Changes in the types of accounts that the Unit offers or maintains; and
5. Changes in the Unit’s business arrangements.

J. Reporting
1. At least annually, each Unit with covered accounts must report on 1is

compliance with the Red Flags Rule to the Program Administrator.

2. The report should address material matters related to the Unit’s Plan and
evaluate 1ssues such as:

a.  The effectiveness of the Unit Plan in addressing the risk of identity theft
in connection with opening covered accounts and with respect to
existing covered accounts;

b.  Service provider arrangements; and

¢.  Significant incidents of identity theft.
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ATTACHMENT 1

EXAMPLES OF RED FLAGS

Direct Notification

1.

The University is notified by a customer, a victim of identity theft, a faw
enforcement authority, or any other person that it has opened a fraudulent account
for a person engaged in identity theft.

Suspicious Documents

2.

0.

Documents provided for identification appear to have been altered or forged.

The photograph or physical description on the identification is not consistent with
the appearance of the applicant or customer presenting the identification.

Other information on the identification is not consistent with information provided
by the person opening a new covered account or customer presenting the
identification.

Other information on the identification is not consistent with readily accessible
information that is on file at the University, such as a signature card or recent check.

An application appears to have been altered or forged, or gives the appearance of
having been destroyed and reassembled.

Suspicious Personal Identifying Information

7.

9.

10.

Personal identifying information provided is inconsistent when compared against
external information sources used by the University. For example, the address does
not match any address in the consumer report.

Personal identifying information provided by the customer is not consistent with
other personal identifying information provided by the customer.

Personal identitying information provided is associated with known fraudulent

activity as indicated by internal or third-party sources used by the University. For

example:

a. The address on an application is the same as the address provided on a
fraudulent application; or

b. The phone number on an application is the same as the number provided on a
fraudulent application.

The social security number provided is the same as that submitted by other persons
opening an account or other customers.
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12.

13.

14,
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The address or phone number provided is the same as or similar o the address or
phone number submitted by an unusually large number of other persons opening
accounts or other customers.

The person opening the covered account or the customer fails to provide all
required personal identifying information on an application or in response to
notification that the application is incomplete.

Personal identifying information provided is not consistent with personal
identifying information that is on file with the University.

For Unit or University activities that use challenge questions, the person opening
the covered account or the customer cannot provide authenticating information
beyond that which generally would be available from a wallet or consumer report.

Unusual Use of, or Suspicious Activity Related to, the Covered Account

15.

16.

17.

[8.

19.

20.

Dated:

Shortly following the notice of a change of address for a covered account, the
University receives a request for a new, additional or replacement account, card or
cell phone, or for the addition of new authorized users on the account,

A covered account is used in a manner commonly associated with known patterns
of fraud.. For example, the customer fails to make the first payment, or makes an
initial payment, but no subsequent payments.

A covered account is used in a manner that is not consistent with established
patterns of activity on the account. There 1s, for example:
a. Nonpayment when there is no history of late or missed payments;
b. A material increase in the use of available credit or services;
A material change in purchasing or spending patterns;
d. A material change in electronic fund transfer patterns in connection with a
deposit account; or

¢. A material change in phone call patterns in connection with a cellular phone
account.

t75]

A covered account that has been inactive for a reasonably lengthy period of time is
used (taking into consideration the type of account, the expected pattern of usage
and other relevant factors).

Mail sent to the customer is returned repeatedly as undeliverable although
transactions continue to be conducted in connection with the customer’s covered
account.

The University is notified that the customer 1s not recetving paper account
statements.
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21.  The University is notified of unauthorized charges or transactions in connection
with a customer’s covered account.

Alerts, Notifications or Warnings from a Consumer Reporting Agency

22. A fraud or active duty alert is included with a consumex report.

23. A consumer reporting agency provides a notice of credit freeze in response to a
request for a consumer report.

24. A consumer reporting agency provides a notice of address discrepancy.
25. A consumer report indicates a pattern of acfivity that is inconsistent with the history
and usual pattern of activity of an applicant or customer, such as:
a. A recent and significant increase in the volume of inquiries;
b.  Anunusual number of recently established credit relationships;
c. A material change in the use of credit, especially with respect to recently
established credit relationships, or
d.  An account that was closed for cause or identified for abuse of account
privileges by the University.
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MICHIGAN STATE

UNIVERSITY

April 15, 2009 ST
APPEOVEL
MEMORANDOM R 2AWE |

Board of Trustees
Michigan State University

To: Trustee Finance Committee M£ Finanee and Operations .-
From: Fred L. Poston /1"

Subject: Long-Term Lease with Van Andef Research Institute
RECOMMENDATION

BE IT RESOLVED that the Trustee Finance Committee recommends to the Board
of Trustees that it approve the execution of a lease with Van Andel Research
Institute (“"VARI") for approximately 21,806 square feet of finished research
laboratory space in VARI's building in Grand Rapids for an initial term of ten years
with two optional extension terms of five years each, and upon such other terms
and conditions as may be acceptable to the Vice President for Finance and
Operations and Treasurer,

BACKGROUND

MSU and VARI entered into a Medical Education and Research Collaboration
Agreement on October 11, 2006, to enhance research and grant funding through
coilaborative efforts between VARI and MSU's College of Human Medicine
("CHM"). An important component of the Collaboration Agreement was VARI's
commitment to lease to MSU space in its new addition, close to the Secchia
Center, to meet the research laboratory needs that are integral to CHM's medical
education program in Grand Rapids. CHM’s occupancy of the leased space will
commence around January 2010. Base rent will be $47.25/square foot, with an
annual CPI escalator. CHM also will pay its pro rata share of VARI's costs for
operation and maintenance of the building. VARI wilt pay the build-out costs for
the leased space. CHM and the administration recommend that the Board of
Trustees approve the execution of this lease.

cc: D. Brower, S. Harwood, K. Lindahl, M. Rappley, C. Reid, K. Wilcox
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MICHIGAN STATE

UNIVERSITY

April 15, 2009 APPROVED
APR 2 4 2009

MEMORANDUM
MIcHgan et L
V. Finance ang or;l’é’farﬁé?s
To: Trustee Finance Committee
From: Fred L. Poston :
Subject: Department of Energy Access Agreement
RECOMMENDATION

BE IT RESOLVED that the Trustee Finance Committee recommends to the Board
of Trustees that it authorize the administration to negotiate and execute an
agreement between Michigan State University and the United States Department
of Energy (DOE) allowing the DOE to have, at no cost to the DOE, access to land,
buildings and other facilities comprising the Facility for Rare Isotope Beams (FRIB)
as constructed on the Michigan State University campus, with provisions
acceptable to the administration and a term coextensive with DOE's support of
FRIB development and operations.

BACKGROUND

In accordance with the Board of Trustees May 16, 2008 authorization to plan for
the FRIB project, Michigan State University submitted its application in response to
the DOE Funding Opportunity Announcement for the FRIB. To make clear that the
proposed arrangement between the DOE and the University would not include
DOE ownership of the FRIB, the University’s application for DOE financial
assistance stated that the University would memorialize DOE rights of access to
and occupancy of the FRIB through a lease. In December 2008 the DOE selected
the University to design and establish the FRIB, and since then the DOE and the
University have been working on the necessary documentation and planning for
the FRIB and for their financial assistance relationship.

As the DOE and the University have progressed in their work, they have concluded
that a DOE leasehold estate in the FRIB would not be suitable to their needs.
Rather, following discussions with the University, the DOE has proposed entering
into an access agreement (DOE draft attached). The access agreement would
obligate the University to provide the DOE with the use of office space at the FRIB
and the same level of FRIB access as is generally provided to University
employees and students and third party researchers, all consistent with the
Cooperative Agreement being negotiated by the University and the DOE and any
subsequent agreements governing DOE continuing support for the FRIB.



Bepartment of Energy Access Agreement
April 24, 2009
Page 2

The Board of Trustees Real Estate Policy requires that Board of Trustees approval
be obtained for leases with terms of ten years or more. The administration
routinely allows short-term campus access and facilities use through agreements
with third parties, without Board of Trustees involvement, The contemplated DOE
access agreement would be something less than a lease and yet, unlike normal
facility use agreements, it is expected to have a very long term. Under these
circumstances, the administration believes that a formal Board of Trustees
authorization to enter into a DOE access agreement would be advisable, even
though it is not addressed by the Real Estate Policy.

cC: D. BEvon, K. Gelbke, T. Glasmacher, 1. Kacos, C. Reid
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MICHIGAN STATE

UNIVERSITY
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MEMORANDUM . R {
AR 24

To: Trustee Finance Committee Board of Trustess
. Michigan State University
VP Finance and Operations

From: Fred L. Postor /-

e,

Subject: Authorization to Plan
Utifity Distribution - Repairs and Improvements between Chestnut Road and Red

Cedar Road along Stadium Drive

RECOMMENDATION

BF IT RESOLVED that the Trustee Finance Committee recommends to the Board of Trustees
that it authorize the Administration to plan for the project entitled Utility Distribution -
Repairs and Improvements between Chestnut Road and Red Cedar Road along Stadium
Drive,

BACKGROUND

Program Need:

Several steam and condensate expansion joints in the proposed area are leaking and
cannot be safely repaired and some steam valves are inoperable. There are severe water
issues in the tunnel, as the existing cast iron water main has broken several times and is
leaking. The fire hydrant flow capacity in this area also needs to be increased, and the
fiber optic master plan calls for a communication duct line to be installed.

General Description of the Project:

The planning of this project is anticipated to include the repair and replacement of steam
vaults, anchors, expansion joints, and valves; installation of a water main loop to increase
fire fighting capacity; and installation of a communication duct line for fiber optic

distribution.

This project starts on Chestnut Road, runs along the drive between the Landscape Services
building and the Physical Plant, continues east between the Department of Police and
Public Safety buitding, and the Oyer Speech and Hearing building and ends at Red Cedar
Road in the Central Academic and Residential Districts. This is a Just-In-Time maintenance
project and is consistent with the Campus Master Plan and Planning Principles.

Communication Plan:

During the planning phase, faculty, staff, and students who work or live in this area will
have an opportunity to provide feedback on the project as it is being designed. Input from
the project planning team will be solicited during the design phase.



Plan - Utility Distribution - Repairs and Improvements between Chestnut Road and Red Cedar Road along Stadium Drive
Aprit 24, 2009 «
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Preliminary Project Cost Information:

Based on cost experience for similar projects and current pricing information, the
preliminary project cost estimate is $4,150,000. This estimate may change as planning
progresses and the project scope is defined.

The source of funds for the project is expected to be the General Fund - Just-In-Time.

cc D. Brower, R, Flinn, J. Kacos, G. Klein, B. Kranz, K, Lindahl, M. McCabe, 1. Mumma,
R. Nestle, D. Quinney

CPO7086
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Michigan State Universit
MEMORANDUM VP, Finanae and Operations
To: Trustee Finance Committee
From: Fred L. Postor 71 -

Subject: Bid and Contract Award (budget adjustment)
Giltner Hall — Roof Replacement

RECOMMENDATION

BE IT RESOLVED that the Trustee Finance Committee recommends to the Board of Trustees
that a contract in the amount of $999,760 be awarded to CEI Michigan, LI.C and the budget
be increased from $1,700,000 to $1,740,000 for the project entitled Giftner Hall — Roof
Replacement.

BACKGROUND

Description of the Project:

The Giltner Hall ~ Roof Replacement project involves the replacement of existing copper
flashing below the slate and miscellaneous repairs related to the overall integrity of the
roof, Most of the slate can be reused.

Bid List:

The following bids were received:
BIDDERS | BID
CEI Michigan, LLC $ 999,760
Bornor Restoration, Inc 1,012,000
Roval Reofing Co., Inc, 1,155,000
Stephenson Corporation 1,271,357
Custom Architectural Sheet Metal 1,580,000
Mid Michigan Roofing, LLC 1,784,385
National Roofing & Sheet Metal Co., Inc. 2,058,000
Ann Arbor Roofing 3,116,000

Project Cost:

In October 2008, the Board of Trustees authorized a budget of $1,700,000 for this project.
Bids were higher than expected, necessitating a $40,000 budget increase. This project is
being funded by the General Fund — Just-In-Time.

cc: D. Brower, R. Flinn, J. Kacos, G. Klein, B. Kranz, K. Lindaht, M. McCabe, J. Mumma,
R. Nestle, D, Quinney

CPO6047





